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Abstract

In the context of cross-hospital data sharing within regional medical consortia, existing medical data identifier schemes
exhibit several critical limitations: single-dimensional structures, the inherent trade-off between privacy and data utility,
a lack of lifecycle security governance, and inadequate compliance with industry regulations. To address these

challenges, a privacy-enhanced, multi-dimensional fused medical data identifier method is proposed. The scheme
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integrates four core capabilities —data classification, privacy protection, traceability, and access control—
into a unified, fixed-length identifier structure. Leveraging the national cryptographic SM9 identity-
based algorithm, we construct a linkable dual-pseudonym mechanism that enables lossless linkage of
cross-institutional health records while preserving patient anonymity. By synergistically combining
differential privacy, an SM3-based hash chain, and Ciphertext-Policy Attribute-Based Encryption (CP-
ABE), the scheme achieves sensitive attribute obfuscation, tamper-evident lifecycle traceability, and fine-
grained access control. A multi-attacker security model, including honest-but-curious and malicious
adversaries is established, and a formal security proof for the scheme via security reduction is provided.
Experimental results, conducted on an Intel Core i7-9750H processor, show an average identifier
generation time of 15.310 ms, demonstrating the scheme's engineering feasibility while meeting stringent
security requirements. A comparative analysis reveals that our approach offers significant advantages in
anonymity, collusion resistance, and compatibility with national cryptographic standards. The scheme is
designed to be compliant with China's Data Security Law, Personal Information Protection Law, and

relevant national standards for medical data security.

Key words
mmedical and health data, data identification, SM9 identity-based cryptography, privacy protection,
medical alliance data sharing, domestic cryptographic algorithms
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